The following Legal Assistance Office advisory warning is being disseminated via email and online to ensure that Commands and Marines are aware of a new scam that has already cost the family of one Marine stationed at Miramar nearly $5000.

The company name is "Shoppers Review Inc."  The way that the scam works is that Shoppers Review mails out letters to individuals stating that they have

been pre-selected "to represent our company as a mystery shopper."  The

letter claims to offer the recipient employment where they will pose as a

potential customer at various businesses including Wal-Mart, Gap, Burger

King, McDonalds, Best Buy, Old Navy, MoneyGram, and Western Union.  The letter also includes a check and a "Customer Service Evaluation Tool" that the recipient is to use to rate the service at the various businesses.  The

Shoppers Review letter instructs recipients that "it is imperative that upon

receipt of this check that you contact our office immediately" to receive

the first paid training task. 

Once the victim contacts Shoppers Review, they are told to deposit the check

in their bank.  Many banks, such as Bank of America, will make funds from a

deposited check available to a customer before the check has actually

cleared.  What ends up happening is that the victim is told to take the

funds from the deposited check out of the bank as soon as the funds are

available.  The victim is then given a list of "assignments" such as

spending $50 at Wal-Mart and $40 at Gap.  However, victims are also told

that they are to rate different money transfer services such as Western

Union and Moneygram and to transfer large amounts of money through these services to a made up name of the victim's choice. 

Victims realize there is a problem with their new "employment" when the bank calls to inform them that the deposited check did not clear and that their

account is now overdrawn.  Because most Marines have direct deposit, this

means that the bank will take most or all of their next pay check.  IPAC

cannot turn off direct deposit on short notice, which can leave a victim's

bank account totally empty. 

Legal Assistance has information on reporting this scam to the state

Attorney General's Office as well as information regarding resources that

are available to fraud victims.  These victims commonly involve dependents,

so please encourage your Marines to discuss this matter with family members.

If you, or one of your Marines, has encountered this scam or fallen victim

to it, please contact the Legal Assistance Office at 858-577-1656 or email

Captain Levine at joshua.levine@usmc.mil. 
